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Data Mining and Distributed Data Mining|(DDM)
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DistributediData Mining: Application' Domains

Mining LLarge Databases from distributed sites
Grid datarminingfiniEarthiSEIEnce, Astronomy; Counter=terrorisni, Bionfonmatics
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What is a Peer-to-peer (P2P) Network?

Relies primarily:on the Computing| reseurces of the
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Where do we find P2P Networks?

FIle=sianing NEWoNKS
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Motivation;: P2P Search Engine

What is the
most visited

news-page
in network
today?

What is the
most-likely
browsing
pattern to
know about
“Data
Mining”?

Has
anybody
found a

cheap store
to buy a
digital
camera?

What is the best
search-key to search
for “Child Care”?




Data Soeurces

WWeh=nrowser nistory
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Related Work on Peer-to-Peer Data
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LLocality' Sensitive Distributed Algorithms
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Bounded Communication Local
Algorithms
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Defining|the Problem
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Approaches

FUNCLoN compuiation through decomposanie
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ENDEIEMINSUCHECHINGNES

0 A0orodrreions

o rendomized igennicues

C

o Samoling-vased agorodimeaions
o Variatonal sogrodrreEions




Local L-2:Norm|Monitoring Algoerithm

Initial setup: each Peerhas
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NOtationS liransform: the tasktera
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Possibilities
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Case 1 : All'Inside Circle Case 3 : Inside & Outside
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Case 2: All Outside Circle
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Case 2: All Outside Circle

Solution|= use tangentlinesstoiound
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OverallfAlgorithm
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Extension: Computing Cluster, Centroid
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Approximation

Estimate @ (€2,)

Carainalfsampiing
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Cardinal Approximation: Inner Product
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Sampling|in Distributed
Environments
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Random Sampling

Protocol 5.2.1 Metropolis-Hastings Random Walk

(M

()
=

13;

== R I AN

: FOR each nodei, 1 <i<n
IF receives a query q
Replies with d;
IF receives a random walk message
IF TTL == 10
Terminates the walk
ELSE
TTL = TTL - 1
Sends out a query q to its neighbors (i)
IF receives all the replies from its (i)
Modifies transition probability p;; as follows:
1/ max(d;,d;) if i+ j and j € ¥(i)
piy=4 1- Zkew{i}pﬁ if i =j
0 otherwise
Walk to next node with probability p;;.




Ordinall Relaxation
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Ordinallinner Product Computation

ESCHINGAENES 2 VEGLONA?
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Privacy:and Data Vining

» Conseco: Stephen Hilbert's Mad Dash For Cash » IBM vs, Sun: War
Over Web Servers » To Rent Or Buy? A Formula For You To Live By

www.forbes.com

THE END OF PRIVACY

| KNOW
WHAT
YOU DID
LAST
NIGHT

We had a Web spy dig up dirt
on us. The job was way too
easy—and far too revealing.

Here'’s how to
protect yourself. Hl H “H “ﬂ]
o Mgy o

“the best (andiperhaps only) way'to
overcome:the Slimitationsof dataimining
technigquesiis to doimorerresearchinidata
miningy including areas)like datarsecurity and
privacy=presenving dataimining, which are
actually activerand growing researchiareas.
= SIGKDDEXecutiveiCommitiee; = DataiMiningF
ISINOIF AgainstiCivil Liberties;, “ 2008:

Privacy-presenving dataminingis:thestudy ofhow
to  producevalid miningimodelsiand patterns
without'disclosing privatelinformation.

= GiannotiandiE Benehi, S Prvacy Presenving

DataiMining, = KBUbiarStUmmerr School; 2006:




Privacy-Presernving Data Mining (PPBIM)

Organization A

Organization B Organization C

Compare, match, and analyze data from different organizations
without disclosing the private data
to any other party




Blending Privacy-Preserving Technigques

SOME 6 thEEXISHNG Frameworks:

Dalaisanitization

O pelflcloff sCCJ‘JF"v‘J/A <|)/ellelfle) :sl'd,_PP rsC,'ds,_P"
o rendom muldgliczive noige (B, s, 2004)
o Sgcursd Wulti-Feriy Cormguiziion (Galdreicn, 1999, Cliiftion et ., 2009)

)

/

o (Anonyity (Sweenay, 2002)
a Proglems: Mages ey assumoions agolt ine User gerlavior,
o Performs comouteions and cormmurlicaiions &s exgecisd

o Selnonsst




Game Theoretic Perspective

VitliERPary REBI asgames
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J-Party Secure Sum Computation

~

0  Each party has a number

» Compute the sum without
divulging the numbers

Z= (RS NBENN

Z=(Z;) ol N [y Consider a sequence of
secure sum operations.

72,=(z;7v,) mod |

R is uniformly distributed in [0, N-1]



Gaming Strategies

Computing
RErONMIGIHAeMeL PErONMItIEN oA CompULation
Communication

o Commurlicze o do pot commniceie Wit i flgcasselny valriles,

8 Priveley eliteicks on g daliel 9y draivicual Users
O AliEc irle (resgages recslved from oiner garies for divulging
ofiveley-sensiive informeion regerding otner garies,

8 Privecy eitecis nrougrn collusior
o Colluds witr oiners




Computing andiCommunication

lLetiz: e thenumber offcomputation neae  perfonms oul of
M operatiensitnatanidealpartyishould pererm:

Rz =< thERNRConHvIes
frof i overell asimlelton gf e s
SelVirles In corrautineg lozlel,

O
g2l Im
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Individual Privacy Attacks

Y Define random variables W and Z as follows:

W=V + R, Z =W mod N,

Y Can show that the joint probability mass function of Z,V,
fzv(z,v) = fz(2)fv(v).

% Z and V are statically independent, and hence, Z does not
contain any information about V.




Analysis of{Collusion for'Secure Sum

/ We can arrange the sites in the following order: \

V1V2 ... UVg—fk—1U; UVj41...-Vi4k

-~ ~

honest sites colluding sites

We have
s—k—1 i1+k
D v tvi=v— ) v,
j=1 j=i+1
‘\/_/ . .~ )
denoted by X denoted by C

where v is the total sum of the s values.




Continued

gach v; (j=1,...,s) is a discrete random variable independent and \

uniformly taking non-negative integer values over the interval {0, 1, ..., m}.

# Hence, X is the sum of (s —k — 1) independent and uniformly distributed
discrete random variables.

*
Privacybreach = Posterior — Prior
1 r ,. o
_ _ J (r—g)(m+1)+t
 (m A1)k z%( 1)3C(S—k—l)C(S—k—1)+(7’—j)(m+1)+t—1
J:
1

T m+1




Utility’ Function Landscape

X 500
1000

OverallfUtlity Eunction = (' Communication Cost, Computation Cost;

Utility ofIndividual™ Brivacy: Attacks, Utility’ofi Collusion)




Nash Equilibrium

Nashreqguilibriun offargame guarantees thatthatii:ene player
deviates o nerequiivrumipeInt; she cannot earm anytaing moreli
EVenyeayElse adnerenoierequilsritinisiiateses:

o WrrEltf rore el oflg ggrson dayiEie irorm g geftillortnm sirteey?




a-Resilient Equilibrium

An equilibrium is a-resilient if it tolerates deviations by coalitions of
size up to a.




Analysis

INedealiscenarioWhere eachiparty anide by the rules o secure
sUmNSAerarequiivnimcenaition

o ALY WelY gLr?




Cheap Talk'and Punishment Strategies

In'game: theory,, Cheap talki(Faniell and kabin; 1996) s pre-play
communICatioNWhICH CareS NoICOST butiatireat torpenalizes:

MISHENEVIORIS GEIECIED)

gl orelgr i for el colltielisie) ¢jratio Fin gelriy flggds o oragggse o i)
ozl Fris ey resultn e followine rgs9dmse;
O i gerty slccggis il invieion © colluds

O i garty rglects e invition o colluds cnd invoiegs e ourlisnment sireise)y

u Exermole of 2 gunisnent sireisgy:
0 Jr)hrrne locall detel In differsnt randorm oarts and ogriorrr & seoeraie sgcure surr)
for ezlcr) of ir1898 geris,

o Increases ine cornguizion cost,




Cheap Talk in Action

Change theilocation|of the optima suchithat it corresponds: to small
Valtierol'k; thersize ofithe colluding parties (ideally tork=A)

0.85
Utility Value
0.8
0.75 1}

-1000 20 1

1000




How.to Implement;Cheap Talk and Penalty Scheme?

CentralizedlApproach

DEcEntialized AppIoach
Cloeel gloeles el toinie glelefsloors clslel Weligs clgeoutile gl
golicy

o Beld rlodgs gend ol inyiEiions o colltds

Py | KNG
o FPenEly Screnms
a Palicy | Remoys the garty from e muli-osrty ofvecy-orsssevineg dai il
agolicaiion snvironrmert 9ecause of galicy violaior,

4 olir/ll If 21 party susgscts 2 colluding grouo of size i (e fl esiifnzie of i) irer lrrru/
s0lit irg 2Vary furnoer llJJ d in 2 secure surf) Elrmong i< differant varts and dermznd i
rounds of secure surm cormgutaiion one for ggch of irigge K gerts,




Policy ll: Randomly Split' Shares

E2ch gooainede (i)hasits)ocal estimateroitnermaximalsize (k) el
Hecolluding party:

0

(Qh)

U‘l

OUENSpIILSHL llENEmengienaemsHaresten i

Sgvzlrelie sgcure sum cllcorliflil for zlen snelre,
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/

o Peralty mecnznism Works in & dgcenirelizad syienronols mEnmisr.




Simulation Results

T T T T T T
—8— Nodes with bad intentions for network with 30% bad nodes
60 1{ —&— Colluding nodes (k) for network with 30% bad nodes N
-~€-Nodes with bad intentions for network with 60% bad nodes
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& 20r
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1 2 3 4 5 6 7 8
Rounds of Secure Sum (increasing time)
o Simulaton witn 900 rlodes; Convearges to squiliorrn stete

corresoording o 1o collug Ofl.




Conclusions
RZRData Vining: An emeraing|area or aistibuted data

mining wWithimany poetentialiapplications
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u Privacy I e imooriat issus In P29 el i

o Privacy-orgserying datel mining algoringms need (o mast ing real-
life crallenges.

o Garme irigory offers 2 nteresting averius




